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— System —

1 SYSTEM

Hardware (p2) | Statistics (p2) | Users (p3) | Limits (p3) | Runlevels (p4) | root password (p5)
| Compile kernel (p6)

Running kernel and system information

# uname -a # Get the kernel version (and BSD version)
# cat /etc/SuSE-release # Get SuSE version
# cat /etc/debian version # Get Debian version

Use /etc/DisTRr-release with DI1sTR= Isb (Ubuntu), redhat, gentoo, mandrake, sun (Solaris), and
S0 on.

# uptime

# hostname

# hostname -i
#

#

Show how long the system has been running + load
system's host name

Display the IP address of the host.

Description of the file system hierarchy

Show system reboot history

man hier
last reboot

R

1.1 Hardware Informations

Kernel detected hardware

# dmesg # Detected hardware and boot messages
# lsdev # information about installed hardware
# dd if=/dev/mem bs=1k skip=768 count=256 2>/dev/null | strings -n 8 # Read BIOS

Linux

# cat /proc/cpuinfo # CPU model

# cat /proc/meminfo # Hardware memory

# grep MemTotal /proc/meminfo # Display the physical memory

# watch -nl 'cat /proc/interrupts' # Watch changeable interrupts continuously
# free -m # Used and free memory (-m for MB)

# cat /proc/devices # Configured devices

# lspci -tv # Show PCI devices

# lsusb -tv # Show USB devices

# lshal # Show a list of all devices with their properties
# dmidecode # Show DMI/SMBIOS: hw info from the BIOS
FreeBSD

# sysctl hw.model # CPU model

# sysctl hw # Gives a lot of hardware information

# sysctl vm # Memory usage

# dmesg | grep "real mem" # Hardware memory

# sysctl -a | grep mem # Kernel memory settings and info

# sysctl dev # Configured devices

# pciconf -1 -cv # Show PCI devices

# usbdevs -v # Show USB devices

# atacontrol list # Show ATA devices

1.2 Load, statistics and messages

The following commands are useful to find out what is going on on the system.

# top # display and update the top cpu processes

# mpstat 1 # display processors related statistics

# vmstat 2 # display virtual memory statistics

# iostat 2 # display I/O statistics (2 s intervals)

# systat -vmstat 1 # BSD summary of system statistics (1 s intervals)

— Programming —

has a member to convert an IP address in integer format to the known quad format. This is

minimal c++ program with a class and multi-source compile.

IPv4 class

IPv4.h:
IPV4 H
IPV4 H
<string>
namespace GenericUtils { // create a namespace
class IPv4 { // class definition
public:
IPv4a();
~IPv4 () ;

std::string IPint to_IPquad(unsigned long ip);// member interface
}i
} //namespace GenericUtils
#endif // IPV4_H

IPv4.cpp:

#include "IPv4.h"

#include <string>

nclude <sstream>

using namespace std; // use the namespaces
using namespace GenericUtils;

7

IPv4::IPv4 () {} // default constructor/destructor
IPv4::~IPv4 () {}
string IPv4::IPint to IPquad (unsigned long ip) { // member implementation
ostringstream ipstr; // use a stringstream
ipstr << ((ip &0x£f£f000000) >> 24) // Bitwise right shift
<< "." << ((ip &0x00££0000) >> 16
<< "." << ((ip &0x0000f££f00) >> 8)
<< "." << ((ip &0x000000ff));
()

return ipstr.str

The program simplecpp.cpp

"IPv4.h"
<iostream>
#include <string>
using namespace std;

#include

#inclu

int main (int argc, char* argv[]) {
string ipstr; // define variables
unsigned long ipint = 1347861486; // The IP in integer form
GenericUtils::IPv4 iputils; // create an object of the class
ipstr = iputils.IPint to IPquad(ipint); // call the class member
cout << ipint << " = " << ipstr << endl; // print the result

return 0;

}

Compile and execute with:

# g++ -c IPv4.cpp simplecpp.cpp # Compile in objects

# g++ IPv4d.o simplecpp.o -o simplecpp.exe # Link the objects to final executable
# ./simplecpp.exe

1347861486 = 80.86.187.238
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— System —

fs.file-max=102400
# cat /proc/sys/fs/file-nr

# Permanent entry in sysctl.conf
# How many file descriptors are in use

FreeBSD

Per shell/script
Use the command limits in csh or tcsh or as in Linux, use ulimit in an sh or bash shell.

Per user/process

The default limits on login are set in /etc/login.conf. An unlimited value is still limited by the
system maximal value.

System wide

Kernel limits are also set with sysctl. Permanent limits are set in /etc/sysctl.conf or /boot/
loader.conf. The syntax is the same as Linux but the keys are different.

# sysctl -a # View all system limits

# sysctl kern.maxfiles=XXXX # maximum number of file descriptors
kern.ipc.nmbclusters=32768 # Permanent entry in /etc/sysctl.conf
kern.maxfiles=65536 # Typical values for Squid
kern.maxfilesperproc=32768

kern.ipc.somaxconn=8192 # TCP queue. Better for apache/sendmail
# sysctl kern.openfiles # How many file descriptors are in use
# sysctl kern.ipc.numopensockets # How many open sockets are in use

See The FreeBSD handbook Chapter 11? for details.

Solaris

The following values in /etc/system will increase the maximum file descriptors per proc:

# Hard limit on file descriptors for a single proc
# Soft limit on file descriptors for a single proc

set rlim fd max = 4096
set rlim fd cur = 1024

1.5 Runlevels

Linux

Once booted, the kernel starts init which then starts rc which starts all scripts belonging to a
runlevel. The scripts are stored in /etc/init.d and are linked into /etc/rc.d/rcN.d with N the
runlevel number.

The default runlevel is configured in /etc/inittab. It is usually 3 or 5:

# grep default: /etc/inittab

id:3:initdefault:

The actual runlevel (the list is shown below) can be changed with init. For example to go from
3to5:

# init 5 # Enters runlevel 5

Shutdown and halt

Single-User mode (also S)

Multi-user without network

Multi-user with network

Multi-user with X

Reboot

Use chkconfig to configure the programs that will be started at boot in a runlevel.

AUTWNHO

# List all init scripts
# Report the status of sshd

# chkconfig --list
# chkconfig --list sshd

1.http://www.freebsd.org/handbook/configtuning-kernel-limits.html

— Scripting —

echo $count

done

myfunction() {
find . -type f -name "*.$1" -print # $1 is first argument of the function

}

myfunction "txt"

Generate a file

MYHOME=/home/colin
cat > testhome.sh << _EOF
# All of this goes into the file testhome.sh

if [ -d "$MYHOME" ] ; then
echo $SMYHOME exists
else
echo $SMYHOME does not exist
fi
_EOF

sh testhome.sh

21.2 Bourne script example

As a small example, the script used to create a PDF booklet from this xhtml document:

#!/bin/sh
# This script creates a book in pdf format ready to print on a duplex printer
if [ $# -ne 1 ]; then # Check the argument
echo 1>&2 "Usage: $0 HtmlFile"
exit 1 # non zero exit if error
fi
file=$1 # Assign the filename

fname=${file%.*} # Get the name of the file only
fext=${file#*.} # Get the extension of the file
prince $file -o $fname.pdf # from www.princexml.com

pdftops -paper A4 -noshrink $fname.pdf $fname.ps # create postscript booklet
cat $fname.ps |psbook|psnup -Pa4 -2 |pstops -b "2:0,1U0(21cm,29.7cm)" > $

= .book.ps

ps2pdfl3 -sPAPERSIZE=a4 -sAutoRotatePages=None $fname.book.ps $fname.book.pdf
# use #a4 and #None on Windows!
exit 0 # exit 0 means successful

21.3 Some sed commands

sed 's/stringl/string2/g’' # Replace stringl with string2
sed -i 's/wroong/wrong/g' *.txt # Replace a recurring word with g
sed 's/\(.*\)1/\12/g’ # Modify anystringl to anystring2
sed '/<p>/,/<\/p>/d' t.xhtml # Delete lines that start with <p>
# and end with </p>
sed '/ *#/d; /~ *$/4d' # Remove comments and blank lines
sed 's/[ \t]*$//!' # Remove trailing spaces (use tab as \t)
sed 's/~[ \tl*//;s/[ \t]1*$//' # Remove leading and trailing spaces
sed 's/[**]1/[&]/" # Enclose first char with [] top->[t]op
49
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— System —

# passwd
# reboot

Alternatively on FreeBSD, boot in single user mode, remount / rw and use passwd.

# mount -u /; mount -a # will mount / rw
# passwd

# reboot

1.7 Kernel modules

Linux

# lsmod # List all modules loaded in the kernel

# modprobe isdn # To load a module (here isdn)

FreeBSD

# kldstat # List all modules loaded in the kernel

# kldload crypto # To load a module (here crypto)

1.8 Compile Kernel

Linux

# cd /usr/src/linux

# make mrproper # Clean everything, including config files
# make oldconfig # Create a new config file from the current kernel
# make menuconfig # or xconfig (Qt) or gconfig (GTK)

# make # Create a compressed kernel image

# make modules # Compile the modules

# make modules_install # Install the modules

# make install # Install the kernel

# reboot

FreeBSD

To modify and rebuild the kernel, copy the generic configuration file to a new name and edit it
as needed. It is however also possible to edit the file GENERIC directly.

=+

cd /usr/src/sys/i386/conf/

cp GENERIC MYKERNEL

cd /usr/src

make buildkernel KERNCONF=MYKERNEL
make installkernel KERNCONF=MYKERNEL

rebuild the full OS:

make buildworld # Build the full OS but not the kernel

make buildkernel # Use KERNCONF as above if appropriate

make installkernel

reboot

mergemaster -p # Compares only files known to be essential
make installworld

mergemaster # Update all configuration and other files
reboot

W= e W

—
o

W= SR W S W S W HE

For small changes in the source, sometimes the short version is enough:

# make kernel world # Compile and install both kernel and OS
# mergemaster

# reboot

— Shells —

cmd 1> file

cmd 2> file

cmd 1>> file

cmd &> file

cmd >file 2>&1
cmdl | cmd2

cmdl 2>&1 | cmd2

Redirect stdout to file.

Redirect stderr to file.

Redirect and append stdout to file.

Redirect both stdout and stderr to file.
Redirects stderr to stdout and then to file.
pipe stdout to cmd2

pipe stdout and stderr to cmd2

B i i
R e

Modify your configuration in ~/.bashrc (it can also be ~/.bash_profile). The following entries are
useful, reload with ". .bashrc".

# in .bashrc
bind '"\e[A"':history-search-backward # Use up and down arrow to search
bind '"\e[B"':history-search-forward # the history. Invaluable!
set -o emacs # Set emacs mode in bash (see below)
set bell-style visible # Do not beep, inverse colors

# Set a nice prompt like [user@host]/path/todir>
PS1="\[\033[1;30m\] [\[\033[1;34m\]\u\[\033[1;30m\]"
PS1="$PS1@\[\033[0;33m\]\h\[\033[1;30m\]1I\[\033[0;37m\]"
PS1="$PS1\w\ [\033[1;30m\]1>\[\033[0m\]"

# To check the currently active aliases, simply type alias
alias 1s='ls -aF' # Append indicator (one of */=>Q|)

alias 11='ls -aFls' # Listing

alias 1la='ls -all'

alias ..='cd ..'

alias ...='ed ../.."'

export HISTFILESIZE=5000 # Larger history

export CLICOLOR=1 # Use colors (if possible)

export LSCOLORS=ExGxFxdxCxDxDxBxBxXEXEx

20.2 tcsh

Redirects and pipes for tcsh and csh (simple > and >> are the same as sh):

# cmd >& file # Redirect both stdout and stderr to file.
# cmd >>& file # Append both stdout and stderr to file.

# cmdl | cmd2 # pipe stdout to cmd2

# cmdl |& cmd2 # pipe stdout and stderr to cmd2
The settings for csh/tcsh are set in ~/.cshrc, reload with "source .cshrc". Examples:

# in .cshrc

alias 1s 'ls -aF'

alias 11 'ls -aFls'

alias la 'ls -all"

alias .. Vel oo"

alias ... 'ed ../

set prompt = "$B%n%b@%B%m%b%/> " # like user@host/path/todir>

set history = 5000

set savehist = ( 6000 merge )

set autolist # Report possible completions with tab
set visiblebell # Do not beep, inverse colors

# Bindkey and colors

bindkey -e Select Emacs bindings # Use emacs keys to edit the command prompt
bindkey -k up history-search-backward # Use up and down arrow to search

bindkey -k down history-search-forward

setenv CLICOLOR 1 # Use colors (if possible)

setenv LSCOLORS ExGxFxdxCxDxDxBxBxExEx

The emacs mode enables to use the emacs keys shortcuts to modify the command prompt line.
This is extremely useful (not only for emacs users). The most used commands are:
C-a Move cursor to beginning of
C-e Move cursor to end of line
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— File System —

While top is running press the key h for a help overview. Useful keys are:
e u [user name] To display only the processes belonging to the user. Use + or blank to
see all users
¢ k [pid] Kill the process with pid.
e 1 To display all processors stati
* R Toggle normal/reverse sort.

2.5 Signals/Kill

Terminate or send a signal with ki1l or killall.

# ping -i 60 cb.vu > ping.log &
[1] 4712

# kill -s TERM 4712 # same as kill -15 4712
# killall -1 httpd # Kill HUP processes by exact name
# pkill -9 http # Kill TERM processes by (part of) name
# pkill -TERM -u www # Kill TERM processes owned by www
# fuser -k -TERM -m /home # Kill every process accessing /home (to umount)
Important signals are:
1 HUP (hang up)
2 INT (interrupt)
3 QUIT (quit)
9 KILL (non-catchable, non-ignorable kill)

15 TERM (software termination signal)

3 FILE SYSTEM

Disk info (p8) | Boot (p9) | Disk usage (p9) | Opened files (p9) | Mount/remount (p10) | Mount
SMB (p11) | Mount image (p11) | Burn ISO (p11) | Create image (p12) | Memory disk (p13) |
Disk performance (p13)

3.1 Permissions
Change permission and ownership with chmod and chown. The default umask can be changed for

all users in /etc/profile for Linux or /etc/login.conf for FreeBSD. The default umask is usually
022. The umsak is subtracted from 777, thus umask 022 results in a permission 0f 755.

1 --x execute # Mode 764 = exec/read/write | read/write | read
2 -w- write # For: |-- Owner --| |- Group-| |0oth|
4 r-- read

ugo=a u=user, g=group, o=others, a=everyone

# chmod [OPTION] MODE[,MODE] FILE
# chmod 640 /var/log/maillog

# chmod u=rw,g=r,o= /var/log/maillog Same as above

# chmod -R o-r /home/* Recursive remove other readable for all users

# MODE is of the form [ugoal]* ([-+=] ([rwxXst]))
#
#
#
# chmod uts /path/to/prog # Set SUID bit on executable (know what you do!)
#
#
#

Restrict the log -rw-r—-----

# find / -perm -u+s -print Find all programs with the SUID bit
# chown user:group /path/to/file Change the user and group ownership of a file
# chgrp group /path/to/file Change the group ownership of a file

3.2 Disk information

information about disk (sector/size) FreeBSD
information about the IDE/ATA disk (Linux)
Display and manipulate the partition table
Display the disk SMART info

# diskinfo -v /dev/ad2
# hdparm -I /dev/sda

# fdisk /dev/ad2

# smartctl -a /dev/ad2

I

— Disk Quota —
Dump and restore

It can be useful to dump and restore an SQLite database. For example you can edit the dump
file to change a column attribute or type and then restore the database. This is easier than
messing with SQL commands. Use the command sqlite3 for a 3.x database.

# sglite database.db .dump > dump.sqgl # dump
# sglite database.db < dump.sqgl # restore

Convert 2.x to 3.x database

sqlite database v2.db .dump | sglite3 database v3.db

A disk quota allows to limit the amount of disk space and/or the number of files a user or (or
member of group) can use. The quotas are allocated on a per-file system basis and are enforced
by the kernel.

19.1 Linux setup

The quota tools package usually needs to be installed, it contains the command line tools.
Activate the user quota in the fstab and remount the partition. If the partition is busy, either all
locked files must be closed, or the system must be rebooted. Add usrquota to the fstab mount
options, for example:

/dev/sda2 /home reiserfs rw,acl,user_xattr,usrquota 1 1
# mount -o remount /home
# mount # Check if usrquota is active, otherwise reboot

Initialize the quota.user file with quotacheck.

# quotacheck -vum /home

# chmod 644 /home/aquota.user # To let the users check their own quota

Activate the quota either with the provided script (e.g. /etc/init.d/quotad on SuSE) or with
quotaon:

quotaon -vu /home

Check that the quota is active with:

quota -v

19.2 FreeBSD setup

The quota tools are part of the base system, however the kernel needs the option quota. If it is
not there, add it and recompile the kernel.

options QUOTA
As with Linux, add the quota to the fstab options (userquota, not usrquota):

/dev/ad0s1ld /home ufs rw,noatime, userquota 2 2
# mount /home # To remount the partition

Enable disk quotas in /etc/rc.conf and start the quota.

# grep quotas /etc/rc.conf
enable quotas="YES"

check quotas="YES"

# /etc/rc.d/quota start

# turn on quotas on startup (or NO) .
# Check quotas on startup (or NO).
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— File System —

About an application:
ps ax | grep Xorg | awk '{print $1}'

3324

# lsof -p 3324

COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME

Xorg 3324 root 0w REG 8,6 56296 12492 /var/log/Xorg.0.log

About a single file:

# lsof /var/log/Xorg.0.log
COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME
Xorg 3324 root Ow REG 8,6 56296 12492 /var/log/Xorg.0.log

3.6 Mount/remount a file system

For example the cdrom. If listed in /etc/fstab:

# mount /cdrom

Or find the device in /dev/ or with dmesg

FreeBSD

# mount -v -t cd9660 /dev/cdOc /mnt # cdrom
# mount_cd9660 /dev/wcdOc /cdrom # other method
# mount -v -t msdos /dev/fd0c /mnt # floppy

Entry in /etc/fstab:

# Device Mountpoint FStype Options Dump Pass#
/dev/acd0 /cdrom cd9660 ro,noauto 0 0

To let users do it:

# sysctl vfs.usermount=1 # Or insert the line "vfs.usermount=1" in /etc/sysctl.conf

Linux

# mount -t auto /dev/cdrom /mnt/cdrom # typical cdrom mount command
# mount /dev/hdc -t is09660 -r /cdrom # typical IDE
# mount /dev/sdc0 -t is09660 -r /cdrom # typical SCSI

Entry in /etc/fstab:

/dev/cdrom /media/cdrom subfs noauto, fs=cdfss, ro,procuid, nosuid, nodev,exec 0 0

Mount a FreeBSD partition with Linux

Find the partition number containing with fdisk, this is usually the root partition, but it could be
an other BSD slice too. If the FreeBSD has many slices, they are the one not listed in the fdisk
table, but visible in /dev/sda* or /dev/hda*.

# fdisk /dev/sda # Find the FreeBSD partition
/dev/sda3 &3 5357 7905 20474842+ a5 FreeBSD

# mount -t ufs -o ufstype=ufs2,ro /dev/sda3 /mnt

/dev/sdal0 = /tmp; /dev/sdall /usr # The other slices

Remount

Remount a device without unmounting it. Necessary for fsck for example

# mount -o remount,ro / # Linux
# mount -o ro / # FreeBSD

Copy the raw data from a cdrom into an iso image:
# dd if=/dev/cdOc of=file.iso

10

— Printing —
17 PRINTING

17.1 Print with lpr

lpr unixtoolbox.ps # Print on default printer

export PRINTER=hp4600 # Change the default printer

lpr -Php4500 #2 unixtoolbox.ps # Use printer hp4500 and print 2 copies
lpr -o Duplex=DuplexNoTumble ... # Print duplex along the long side

lpr -o PageSize=A4,Duplex=DuplexNoTumble

lpg # Check the queue on default printer

lpg -1 -Php4500 # Queue on printer hp4500 with verbose

lprm - # Remove all users jobs on default printer
lprm -Php4500 3186 # Remove job 3186. Find job nbr with lpg

lpc status # List all available printers

lpc status hp4500 # Check if printer is online and queue length

18 DATABASES

18.1 PostgreSQL

W= Sk A Sk 3k e 3 e 3k 3 3k

Change root or a username password

# psqgl -d templatel -U pgsql
> alter user pgsgl with password 'pgsqgl_password'; # Use username instead of "pgsgl"

Create user and database

The commands createuser, dropuser, createdb and dropdb are convenient shortcuts
equivalent to the SQL commands. The new user is bob with database bobdb ; use as root with
pgsql the database super user:

# createuser -U pgsgl -P bob # -P will ask for password
# createdb -U pgsgl -0 bob bobdb # new bobdb is owned by bob
# dropdb bobdb # Delete database bobdb

# dropuser bob # Delete user bob

The general database authentication mechanism is configured in pg_hba.conf

Grant remote access

The file $PGSQL DATA D/postgresql.conf specifies the address to bind to. Typically
listen addresses = '*' for Postgres 8.x.
The file $PGSQL DATA D/pg hba.conf defines the access control. Examples:

# TYPE DATABASE USER IP-ADDRESS IP-MASK METHOD
host bobdb bob 212.117.81.42 259,255,255 .25% password
host all all 0.0.0.0/0 password

Backup and restore
The backups and restore are done with the user pgsql or postgres. Backup and restore a single
database:

# pg dump --clean dbname > dbname sqgl.dump
# psql dbname < dbname sqgl.dump

Backup and restore all databases (including users):

# pg_dumpall --clean > full.dump
# psql -f full.dump postgres
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— File System —

Use mkisofs to create a CD/DVD image from files in a directory. To overcome the file names
restrictions: -r enables the Rock Ridge extensions common to UNIX systems, -J enables Joliet
extensions used by Microsoft systems. -L allows ISO9660 filenames to begin with a period.

# mkisofs -J -L -r -V TITLE -o imagefile.iso /path/to/dir

On FreeBSD, mkisofs is found in the ports in sysutils/cdrtools.

Burn a CD/DVD ISO image

FreeBSD

FreeBSD does not enable DMA on ATAPI drives by default. DMA is enabled with the sysctl
command and the arguments below, or with /boot/loader.conf with the following entries:

hw.ata.ata dma="1"
hw.ata.atapi_dma="1"

Use burncd with an ATAPI device (burncd is part of the base system) and cdrecord (in sysutils/
cdrtools) with a SCSI drive.

# burncd -f /dev/acd0 data imagefile.iso fixate # For ATAPI drive

# cdrecord -scanbus # To find the burner device (like 1,0,0)

# cdrecord dev=1,0,0 imagefile.iso

Linux
Also use cdrecord with Linux as described above. Additionally it is possible to use the native
ATAPI interface which is found with:

# cdrecord dev=ATAPI -scanbus

And burn the CD/DVD as above.

Convert a Nero .nrg file to .iso

Nero simply adds a 300Kb header to a nhormal iso image. This can be trimmed with dd.
# dd bs=1k if=imagefile.nrg of=imagefile.iso skip=300

Convert a bin/cue image to .iso

The little bchunk program? can do this. It is in the FreeBSD ports in sysutils/bchunk.

# bchunk imagefile.bin imagefile.cue imagefile.iso

3.10 Create a file based image
For example a partition of 1GB using the file /usr/vdisk.img.

FreeBSD

dd if=/dev/random of=/usr/vdisk.img bs=1K count=1M
mdconfig -a -t vnode -f /usr/vdisk.img -u 1
bsdlabel -w /dev/mdl

newfs /dev/mdlc

mount /dev/mdlc /mnt

umount /mnt; mdconfig -d -u 1; rm /usr/vdisk.img # Cleanup the md device

# Creates device /dev/mdl

B S R

Linux

# dd if=/dev/zero of=/usr/vdisk.img bs=1024k count=1024
# mkfs.ext3 /usr/vdisk.img

2.http://freshmeat.net/projects/bchunk/
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— Convert Media —

# pkg info -W smbd # FreeBSD show which package smbd belongs to
# pkginfo # Solaris

15.2 Add/remove software

Front ends: yast2/yast for SUSE, redhat-config-packages for Red Hat.

# rpm -i pkgname.rpm # install the package (RH, SuSE, RPM based)
# rpm -e pkgname # Remove package

Debian

# apt-get update # First update the package lists

# apt-get install emacs # Install the package emacs

# dpkg --remove emacs # Remove the package emacs

FreeBSD

# pkg_add -r rsync # Fetch and install rsync.

# pkg delete /var/db/pkg/rsync-xx # Delete the rsync package
Set where the packages are fetched from with the PACKAGESITE variable. For example:

# export PACKAGESITE=ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages/Latest/
# or ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-6-stable/Latest/

FreeBSD ports

The port tree /usr/ports/ is a collection of software ready to compile and install. The ports are
updated with the program portsnap.

Create the tree when running the first time
Update the port tree

Select the package to install

Install and cleanup (also see man ports)
Make a binary package for the port

# portsnap fetch extract
portsnap fetch update

cd /usr/ports/net/rsync/
make install distclean
make package

o

#
#
#
#

15.3 Library path

Due to complex dependencies and runtime linking, programs are difficult to copy to an other
system or distribution. However for small programs with little dependencies, the missing
libraries can be copied over. The runtime libraries (and the missing one) are checked with 1dd
and managed with 1dconfig.

# 1dd /usr/bin/rsync # List all needed runtime libraries

# ldconfig -n /path/to/libs/ # Add a path to the shared libraries directories
# ldconfig -m /path/to/libs/ # FreeBSD

# LD_LIBRARY PATH # The variable set the link library path

16 CONVERT MEDIA

Sometimes one simply need to convert a video, audio file or document to another format.

16.1 Text encoding

Text encoding can get totally wrong, specially when the language requires special characters
like adg. The command iconv can convert from one encoding to an other.

41
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— Network —
4.2 Routing
Print routing table
# route -n # Linux
# netstat -rn # Linux, BSD and UNIX
# route print # Windows

Add and delete a route

FreeBSD

# route add 212.117.0.0/16 192.168.1.1
# route delete 212.117.0.0/16
# route add default 192.168.1.1

Add the route permanently in /etc/rc.conf

static_routes="myroute"
route myroute="-net 212.117.0.0/16 192.168.1.1"

Linux

# route add -net 192.168.20.0 netmask 255.255.255.0 gw 192.168.16.254

# ip route add 192.168.20.0/24 via 192.168.16.254 # same as above with ip route
# route add -net 192.168.20.0 netmask 255.255.255.0 dev ethO

# route add default gw 192.168.51.254

# ip route add default via 192.168.51.254 # same as above with ip route
# route delete -net 192.168.20.0 netmask 255.255.255.0

Windows

# Route add 192.168.50.0 mask 255.255.255.0 192.168.51.253
# Route add 0.0.0.0 mask 0.0.0.0 192.168.51.254

Use add -p to make the route persistent.

4.3 Configure additional IP addresses

Linux

# ifconfig eth0 192.168.50.254 netmask 255.255.255.0 # First IP
# ifconfig eth0:0 192.168.51.254 netmask 255.255.255.0 # Second IP
FreeBSD

# ifconfig fxpO0 inet 192.168.50.254/24 # First IP

# ifconfig fxp0 alias 192.168.51.254 netmask 255.255.255.0 # Second IP

Permanent entries in /etc/rc.conf

ifconfig fxpO="inet 192.168.50.254 netmask 255.255.255.0"
ifconfig fxp0 alias0="192.168.51.254 netmask 255.255.255.0"

4.4 Change MAC address

# ifconfig eth0 hw ether 00:01:02:03:04:05 # Linux
# ifconfig fxpO link 00:01:02:03:04:05 # FreeBSD

4.5 Ports in use

Listening open ports:
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write zeros at the destination. Accordingly it is important to set the block size equal or smaller
than the disk block size. A 1k size seems safe, set it with bs=1k. If a disk has bad sectors and
the data should be recovered from a partiton, create an image file with dd, mount the image
and copy the content to a new disk. With the option noerror, dd will skip the bad sectors and
write zeros instead, thus only the data contained in the bad sectors will be lost.

# Check for bad blocks

# dd if=/dev/hda of=/dev/null bs=1lm

# dd bs=1k if=/dev/hdal conv=sync,noerror,notrunc | gzip | ssh \ # Send to remote
root@fry 'dd of=hdal.gz bs=1k'
# dd bs=1k if=/dev/hdal conv=sync,noerror,notrunc of=hdal.img # Store into an image

# mount -o loop /hdal.img /mnt # Mount the image (page 12)
# rsync -ax /mnt/ /newdisk/ # Copy on a new disk
# dd if=/dev/hda of=/dev/hda # Refresh the magnetic state
# The above is useful to refresh a disk. It is perfectly safe, but must be unmounted.

Delete

Delete MBR and partiton table
Delete full disk

Delete full disk better

View dd progress (Linux only!)

# dd if=/dev/zero of=/dev/hdc count=1
# dd if=/dev/zero of=/dev/hdc

# dd if=/dev/urandom of=/dev/hdc

# kill -USR1 PID

O

14.6 screen

Screen has two main functionalities:
e Run multiple terminal session within a single terminal.
e A started program is decoupled from the real terminal and can thus run in the
background. The real terminal can be closed and reattached later.

Short start example

start screen with:

# screen

Within the screen session we can start a long lasting program (like top). Detach the terminal
and reattach the same terminal from an other machine (over ssh for example).

# top

Now detach with Ctrl-a Ctrl-d. Reattach the terminal with

# screen -r

or better:

# screen -R -D

Attach here and now. In detail this means: If a session is running, then reattach. If necessary
detach and logout remotely first. If it was not running create it and notify the user.

Screen commands (within screen)

All screen commands start with Ctrl-a.
e Ctrl-a ? help and summary of functions
e Ctrl-a c create an new window (terminal)
e Ctrl-a Ctrl-n and Ctrl-a Ctrl-p to switch to the next or previous window in the list, by
number.
Ctrl-a Ctrl-N where N is a number from 0 to 9, to switch to the corresponding window.
Ctrl-a " to get a navigable list of running windows
Ctrl-a a to clear a missed Ctrl-a
Ctrl-a Ctrl-d to disconnect and leave the session running in the background
Ctrl-a x lock the screen terminal with a password
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— Network —

# iptables -t nat -A PREROUTING -p tcp -d 78.31.70.238 --dport 993:995 -j DNAT \
--to 192.168.16.254:993:995 # Port forward of range 993-995
# ip route flush cache

# iptables -L -t nat # Check NAT status

Delete the port forward with -D instead of -A.
FreeBSD

# natd -s -m -u -dynamic -f /etc/natd.conf -n fxp0
Or edit /etc/rc.conf with:

firewall enable="YES" # Set to YES to enable firewall functionality
firewall type="open" # Firewall type (see /etc/rc.firewall)

natd enable="YES" # Enable natd (if firewall enable == YES).
natd_interface="tun0" # Public interface or IP address to use.

natd flags="-s -m -u -dynamic -f /etc/natd.conf"

Port forward with:

# cat /etc/natd.conf

same_ports yes

use_sockets yes

unregistered only

# redirect port tcp insideIP:2300-2399 3300-3399 # port range
redirect _port udp 192.168.51.103:7777 7777

4.9 DNS

On Unix the DNS entries are valid for all interfaces and are stored in /etc/resolv.conf. The
domain to which the host belongs is also stored in this file. A minimal configuration is:
nameserver 78.31.70.238

search sleepyowl.net intern.lab
domain sleepyowl.net

Check the system domain name with:

# hostname -d # Same as dnsdomainname

Windows

On Windows the DNS are configured per interface. To display the configured DNS and to flush
the DNS cache use:

# ipconfig /2 # Display help

# ipconfig /all # See all information including DNS

# ipconfig /flushdns # Flush the DNS cache

Forward queries

Dig is you friend to test the DNS settings. For example the public DNS server 213.133.105.2
ns.second-ns.de can be used for testing. See from which server the client receives the answer
(simplified answer).

# dig sleepyowl.net

sleepyowl.net. 600 IN A 78.31.70.238
;; SERVER: 192.168.51.254#53(192.168.51.254)

The router 192.168.51.254 answered and the response is the A entry. Any entry can be queried
and the DNS server can be selected with @:

# dig MX google.com

# dig @127.0.0.1 NS sun.com # To test the local server

# dig @204.97.212.10 NS MX heise.de # Query an external server

# dig AXFR @nsl.xname.org cb.vu # Get the full zone (zone transfer)
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14.2 vi

Vi is present on ANY Linux/Unix installation and it is therefore useful to know some basic
commands. There are two modes: command mode and insertion mode. The commands mode is
accessed with [ESC], the insertion mode with i.

Quit

:w newfilename save the file to newfilename
iwq or :x save and quit
q! quit without saving

Search and move

/string Search forward for string

?string Search back for string

n Search for next instance of string

N Search for previous instance of string

{ Move a paragraph back

} Move a paragraph forward

1G Move to the first line of the file

nG Move to the n th line of the file

G Move to the last line of the file

:%s/OLD/NEW/g Search and replace every occurrence

Delete text

dd delete current line

D Delete to the end of the line

dw Delete word

X Delete character

u Undo last

U Undo all changes to current line
14.3 mail

The mail command is a basic application to read and send email, it is usually installed. To send
an email simply type "mail user@domain". The first line is the subject, then the mail content.
Terminate and send the email with a single dot (.) in a new line. Example:

# mail c@cb.vu

Subject: Your text is full of typos

"For a moment, nothing happened. Then, after a second or so,
nothing continued to happen."

EOT

#

This is also working with a pipe:

# echo "This is the mail body" | mail c@cb.vu

This is also a simple way to test the mail server.

14.4 tar

The command tar (tape archive) creates and extracts archives of file and directories. The
archive .tar is uncompressed, a compressed archive has the extension .tgz or .tar.gz (zip) or

.tbz (bzip2). Do not use absolute path when creating an archive, you probably want to unpack it
somewhere else. Some typical commands are:
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— Network —

# ipconfig /renew # renew all adapters
# ipconfig /renew LAN # renew the adapter named "LAN"
# ipconfig /release WLAN # release the adapter named "WLAN"

Yes it is a good idea to rename you adapter with simple names!

4.11 Traffic analysis
Bmon? is a small console bandwidth monitor and can display the flow on different interfaces.

Sniff with tcpdump

# tcpdump -nl -i bgeO not port ssh and src \(192.168.16.121 or 192.168.16.54\)

# tcpdump -1 > dump && tail -f dump # Buffered output

# tcpdump -i rl0 -w traffic.rlO # Write traffic in binary file

# tcpdump -r traffic.rlO # Read from file (also for ethereal
# tcpdump port 80 # The two classic commands

# tcpdump host google.com

# tcpdump -i eth0 -X port \ (110 or 143\) # Check if pop or imap is secure

# tcpdump -n -i eth0 icmp # Only catch pings

# tcpdump -i ethO0 -s 0 -A port 80 | grep GET # -s 0 for full packet -A for ASCII

Additional important options:
-A  Print each packets in clear text (without header)
-x  Print packets in hex and ASCII
-1  Make stdout line buffered
-D  Print all interfaces available
On Windows use windump from www.winpcap.org. Use windump -D to list the interfaces.

Scan with nmap

Nmap? is a port scanner with OS detection, it is usually installed on most distributions and is
also available for Windows. If you don't scan your servers, hackers do it for you...

# nmap cb.vu # scans all reserved TCP ports on the host

# nmap -sP 192.168.16.0/24 # Find out which IP are used and by which host on 0/24

# nmap -sS -sV -0 cb.vu # Do a stealth SYN scan with version and OS detection
PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 3.8.1pl FreeBSD-20060930 (protocol 2.0)

Sendmail smtpd 8.13.6/8.13.6
Apache httpd 2.0.59 ((FreeBSD) DAV/2 PHP/4.

25/tcp open smtp
80/tcp open http
[...]

Running: FreeBSD 5.X
Uptime 33.120 days (since Fri Aug 31 11:41:04 2007)

4.12 Traffic control (QoS)

Traffic control manages the queuing, policing, scheduling, and other traffic parameters for a
network. The following examples are simple practical uses of the Linux and FreeBSD capabilities
to better use the available bandwidth.

Limit upload

DSL or cable modems have a long queue to improve the upload throughput. However filling the
queue with a fast device (e.g. ethernet) will dramatically decrease the interactivity. It is
therefore useful to limit the device upload rate to match the physical capacity of the modem,
this should greatly improve the interactivity. Set to about 90% of the modem maximal (cable)
speed.

3.http://people.suug.ch/~tgr/bmon/
4.http://insecure.org/nmap/
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— SVN —

Now the access to the repository is made possible with:
e file:// Direct file system access with the svn client with. This requires local
permissions on the file system.
e svn:// or svn+ssh:// Remote access with the svnserve server (also over SSH). This
requires local permissions on the file system.
e http:// Remote access with webdav using apache. No local users are necessary for this
method.
Using the local file system, it is now possible to import and then check out an existing project.
Unlike with CVS it is not necessary to cd into the project directory, simply give the full path:
# svn import /projectl/ file:///home/svn/projectl/trunk -m 'Initial import'
# svn checkout file:///home/svn/projectl

The new directory "trunk" is only a convention, this is not required.

Remote access with ssh

No special setup is required to access the repository via ssh, simply replace file:// with
svn+ssh/hostname. For example:

# svn checkout svn+ssh://hostname/home/svn/projectl

As with the local file access, every user needs an ssh access to the server (with a local account)
and also read/write access. This method might be suitable for a small group. All users could
belong to a subversion group which owns the repository, for example:

# groupadd subversion

# groupmod -A userl subversion

# chown -R root:subversion /home/svn
# chmod -R 770 /home/svn

Remote access with http (apache)

Remote access over http (https) is the only good solution for a larger user group. This method
uses the apache authentication, not the local accounts. This is a typical but small apache
configuration:

LoadModule dav_module modules/mod_dav.so
LoadModule dav_svn_module modules/mod dav svn.so
LoadModule authz_svn_module modules/mod authz svn.so # Only for access control

<Location /svn>
DAV svn
# any "/svn/foo" URL will map to a repository /home/svn/foo
SVNParentPath /home/svn
AuthType Basic
AuthName "Subversion repository"
AuthzSVNAccessFile /etc/apache2/svn.acl
AuthUserFile /etc/apache2/svn-passwd
Require valid-user
</Location>

The apache server needs full access to the repository:
# chown -R www:www /home/svn

Create a user with htpasswd2:

# htpasswd -c /etc/svn-passwd userl # -c creates the file

Access control svn.acl example

# Default it read access. "* =" would be default no access
[/1
¥ o= @
[groups]
35
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— SSH SCP —
# ipfw list # rules status
# ipfw pipe list # pipe status
# ipfw flush # deletes all rules but default

4.13 NIS Debugging

Some commands which should work on a well configured NIS client:

# ypwhich # get the connected NIS server name

# domainname # The NIS domain name as configured

# ypcat group # should display the group from the NIS server
# cd /var/yp && make # Rebuild the yp database

Is ypbind running?

# ps auxww | grep ypbind

/usr/sbin/ypbind -s -m -S servernamel, servername2 # FreeBSD
/usr/sbin/ypbind # Linux

# yppoll passwd.byname
Map passwd.byname has order number 1190635041. Mon Sep 24 13:57:21 2007
The master server is servername.domain.net.

Linux

# cat /etc/yp.conf
ypserver servername
domain domain.net broadcast

Public key (p20) | Fingerprint (p21) | SCP (p21) | Tunneling (p21)
5.1 Public key authentication

Connect to a host without password using public key authentication. The idea is to append your
public key to the authorized_keys2 file on the remote host. For this example let's connect
host-client to host-server, the key is generated on the client.
e Use ssh-keygen to generate a key pair. ~/.ssh/id dsa is the private key, ~/.ssh/
id dsa.pub is the public key.
e Copy only the public key to the server and append it to the file ~/.ssh/
authorized keys2 on your home on the server.

IR

# ssh-keygen -t dsa -N
# cat ~/.ssh/id dsa.pub | ssh youfhost-server "cat - >> ~/.ssh/authorized keys2"

Using the Windows client from ssh.com

The non commercial version of the ssh.com client can be downloaded the main ftp site:
ftp.ssh.com/pub/ssh/. Keys generated by the ssh.com client need to be converted for the
OpenSSH server. This can be done with the ssh-keygen command.
e Create a key pair with the ssh.com client: Settings - User Authentication - Generate
New....
e I use Key type DSA; key length 2048.
e Copy the public key generated by the ssh.com client to the server into the ~/.ssh folder.
e The keys are in C:\Documents and  Settings\%USERNAME%\Application
Data\SSH\UserKeys.
¢ Use the ssh-keygen command on the server to convert the key:

# cd ~/.ssh
# ssh-keygen -i -f keyfilename.pub >> authorized keys2
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— CVS —
12.2 Test it

Test the login as normal user (for example here me)

# cvs -d :pserver:colin@l192.168.50.254:/usr/local/cvs login
Logging in to :pserver:colin@192.168.50.254:2401/usr/local/cvs
CVS password:

CVSROOT variable

This is an environment variable used to specify the location of the repository we're doing
operations on. For local use, it can be just set to the directory of the repository. For use over
the network, the transport protocol must be specified. Set the CVSROOT variable with setenv

CVSROOT string on a csh, tcsh shell, or with export CVSROOT=string on a sh, bash shell.

# setenv CVSROOT :pserver:<username>@<host>:/cvsdirectory
For example:

setenv CVSROOT /usr/local/cvs

setenv CVSROOT :local:/usr/local/cvs

setenv CVSROOT :ext:user@cvsserver:/usr/local/cvs

setenv CVS_RSH ssh

# setenv CVSROOT :pserver:user@Qcvsserver.254:/usr/local/cvs

# Used locally only

# Same as above

# Direct access with SSH
#

#

I o

for the ext access
network with pserver

When the login succeeded one can import a new project into the repository: cd into your
project root directory

cvs import <module name> <vendor tag> <initial tag>

cvs -d :pserver:colin@192.168.50.254:/usr/local/cvs import MyProject MyCompany START
Where MyProject is the name of the new project in the repository (used later to checkout). Cvs
will import the current directory content into the new project.

To checkout:

# cvs -d :pserver:colin@192.168.50.254:/usr/local/cvs checkout MyProject
or

# setenv CVSROOT :pserver:colin@192.168.50.254:/usr/local/cvs

# cvs checkout MyProject

12.3 SSH tunneling for CVS

We need 2 shells for this. On the first shell we connect to the cvs server with ssh and
port-forward the cvs connection. On the second shell we use the cvs normally as if it where
running locally.

on shell 1:

# ssh -L2401:1localhost:2401 colin@cvs_server # Connect directly to the CVS server. Or:
# ssh -L2401:cvs_server:2401 colin@gateway # Use a gateway to reach the CVS

on shell 2:

# setenv CVSROOT :pserver:colin@localhost:/usr/local/cvs
# cvs login

Logging in to :pserver:colin@localhost:2401/usr/local/cvs
CVS password:

# cvs checkout MyProject/src
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— SSH SCP —

This will connect to gate and forward the local port to the host desthost:destport. Note desthost
is the destination host as seen by the gate, so if the connection is to the gate, then desthost is
localhost. More than one port forward is possible.

Direct forward on the gate

Let say we want to access the CVS (port 2401) and http (port 80) which are running on the
gate. This is the simplest example, desthost is thus localhost, and we use the port 8080 locally
instead of 80 so we don't need to be root. Once the ssh session is open, both services are
accessible on the local ports.

# ssh -L 240l1:localhost:2401 -L 8080:localhost:80 user@gate

Netbios and remote desktop forward to a second server

Let say a Windows smb server is behind the gate and is not running ssh. We need access to the
smb share and also remote desktop to the server.

# ssh -L 139:smbserver:139 -L 3388:smbserver:3389 userl@gate

The smb share can now be accessed with \\127.0.0.1\, but only if the local share is disabled,
because the local share is listening on port 139.
It is possible to keep the local share enabled, for this we need to create a new virtual device
with a new IP address for the tunnel, the smb share will be connected over this address.
Furthermore the local RDP is already listening on 3389, so we choose 3388. For this example
let's use a virtual IP of 10.1.1.1.
e With putty use Source port=10.1.1.1:139. It is possible to create multiple loop devices
and tunnel. On Windows 2000, only putty worked for me.
e With the ssh.com client, disable "Allow local connections only". Since ssh.com will bind
to all addresses, only a single share can be connected.
Now create the loopback interface with IP 10.1.1.1:
e # System->Control Panel->Add Hardware # Yes, Hardware is already connected # Add
a new hardware device (at bottom).
e # Install the hardware that I manually select # Network adapters # Microsoft , Microsoft
Loopback Adapter.
e Configure the IP address of the fake device to 10.1.1.1 mask 255.255.255.0, no
gateway.
e advanced->WINS, Enable LMHosts Lookup; Disable NetBIOS over TCP/IP.
e # Enable Client for Microsoft Networks. # Disable File and Printer Sharing for Microsoft
Networks.
I HAD to reboot for this to work. Now connect to the smb share with \\10.1.1.1 and remote
desktop to 10.1.1.1:3388.

Debug

If it is not working:
e Are the ports forwarded: netstat -an? Look at 0.0.0.0:139 or 10.1.1.1:139
e Does telnet 10.1.1.1 139 connect?
¢ You need the checkbox "Local ports accept connections from other hosts".
e Is "File and Printer Sharing for Microsoft Networks" disabled on the loopback interface?

Connect two clients behind NAT

Suppose two clients are behind a NAT gateway and client cliadmin has to connect to client
cliuser (the destination), both can login to the gate with ssh and are running Linux with sshd.
You don't need root access anywhere as long as the ports on gate are above 1024. We use 2022
on gate. Also since the gate is used locally, the option GatewayPorts is not necessary.

On client cliuser (from destination to gate):

# ssh -R 2022:localhost:22 user@gate # forwards client 22 to gate:2022

On client cliadmin (from host to gate):

22

— CVS —
11.5 Sign the certificate

The certificate request has to be signed by the CA to be valid, this step is usually done by the
vendor. Note: replace "servername" with the name of your server in the next commands.

# cat newreqg.pem newkey.pem > new.pem

# openssl ca -policy policy anything -out servernamecert.pem \

-config /etc/ssl/openssl.cnf -infiles new.pem

# mv newkey.pem servernamekey.pem

Now servernamekey.pem is the private key and servernamecert.pem is the server certificate.
11.6 Create united certificate

The IMAP server wants to have both private key and server certificate in the same file. And in
general, this is also easier to handle, but the file has to be kept securely!. Apache also can deal
with it well. Create a file servername.pem containing both the certificate and key.
e Open the private key (servernamekey.pem) with a text editor and copy the private key
into the "servername.pem" file.
e Do the same with the server certificate (servernamecert.pem).
The final servername.pem file should look like this:

What we have now in the directory /usr/local/certs/:
CA/private/cakey.pem (CA server private key)
CA/cacert.pem (CA server public key)
certs/servernamekey.pem (server private key)
certs/servernamecert.pem (server signed certificate)
certs/servername.pem (server certificate with private key)

Keep the private key secure!

11.7 View certificate information

To view the certificate information simply do:

# openssl x509 -text -in servernamecert.pem # View the certificate info
# openssl reqg -noout -text -in server.csr # View the request info

12 CVS

Server setup (p31) | CVS test (p33) | SSH tunneling (p33) | CVS usage (p34)

12.1 Server setup

Initiate the CVS

Decide where the main repository will rest and create a root cvs. For example /usr/local/cvs (as
root):

# mkdir -p /usr/local/cvs

# setenv CVSROOT /usr/local/cvs # Set CVSROOT to the new location (local)
# cvs init # Creates all internal CVS config files
# cd /root
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— VPN with SSH —

cli># ifconfig tun5 10.0.1.2 netmask 255.255.255.252 # Client is on Linux
cli># ifconfig tun5 10.0.1.2 10.0.1.1 # Client is on FreeBSD

The two hosts are now connected and can transparently communicate with any layer 3/4
protocol using the tunnel IP addresses.

6.2 Connect two networks

In addition to the p2p setup above, it is more useful to connect two private networks with an
SSH VPN using two gates. Suppose for the example, netA is 192.168.51.0/24 and netB
192.168.16.0/24. The procedure is similar as above, we only need to add the routing. NAT must
be activated on the private interface only if the gates are not the same as the default gateway
of their network.
192.168.51.0/24 (netA)|gateA <-> gateB|192.168.16.0/24 (netB)

e Connect with SSH using the tunnel option -w.

e Configure the IP addresses of the tunnel. Once on the server and once on the client.

e Add the routing for the two networks.

o If necessary, activate NAT on the private interface of the gate.
The setup is started from gateA in netA.

Connect from gateA to gateB
Connection is started from gateA and commands are executed on gateB.

gateB is on Linux

gateA># ssh -w5:5 root@gateB

gateB># ifconfig tun5 10.0.1.1 netmask 255.255.255.252 # Executed on the gateB shell
gateB># route add -net 192.168.51.0 netmask 255.255.255.0 dev tun5

gateB># echo 1 > /proc/sys/net/ipv4/ip_forward # Only needed if not default gw
gateB># iptables -t nat -A POSTROUTING -o ethO -j MASQUERADE

gateB is on FreeBSD

gateA># ssh -w5:5 root@gateB # Creates the tun5 devices

gateB># ifconfig tun5 10.0.1.1 10.0.1.2 # Executed on the gateB shell
gateB># route add 192.168.51.0/24 10.0.1.2

gateB># sysctl net.inet.ip.forwarding=1 # Only needed if not default gw
gateB># natd -s -m -u -dynamic -n fxp0 # see NAT (page 15)

gateA># sysctl net.inet.ip.fw.enable=1

Configure gateA
Commands executed on gateA:

gateA is on Linux

gateA># ifconfig tun5 10.0.1.2 netmask 255.255.255.252

gateA># route add -net 192.168.16.0 netmask 255.255.255.0 dev tunb
gateA># echo 1 > /proc/sys/net/ipv4/ip forward

gateA># iptables -t nat -A POSTROUTING -o eth0 -j MASQUERADE

gateA is on FreeBSD

gateA># ifconfig tun5 10.0.1.2 10.0.1.1

gateA># route add 192.168.16.0/24 10.0.1.2

gateA># sysctl net.inet.ip.forwarding=1

gateA># natd -s -m -u -dynamic -n fxp0 # see NAT (page 15)
gateA># sysctl net.inet.ip.fw.enable=1

The two private networks are now transparently connected via the SSH VPN. The IP forward and
NAT settings are only necessary if the gates are not the default gateways. In this case the
clients would not know where to forward the response, and nat must be activated.

24

— Encrypt Partitions —

Use password and key

I use those settings for a typical disk encryption, it uses a passphrase AND a key to encrypt the
master key. That is you need both the password and the generated key /root/adl.key to
attach the partition. The master key is stored inside the partition and is not visible. See below
for typical USB or file based image.

Create encrypted partition

# dd if=/dev/random of=/root/adl.key bs=64 count=1 # this key encrypts the mater key

# geli init -s 4096 -K /root/adl.key /dev/adl # -s 8192 is also OK for disks

# geli attach -k /root/adl.key /dev/adl # DO make a backup of /root/adl.key
# dd if=/dev/random of=/dev/adl.eli bs=1lm # Optional and takes a long time

# newfs /dev/adl.eli # Create file system

# mount /dev/adl.eli /mnt

Attach

# geli attach -k /root/adl.key /dev/adl

# fsck -ny -t ffs /dev/adl.eli # In doubt check the file system

# mount /dev/adl.eli /mnt

Detach
The detach procedure is done automatically on shutdown.

# umount /mnt
# geli detach /dev/adl.eli

/etc/fstab

The encrypted partition can be configured to be mounted with /etc/fstab. The password will be
prompted when booting. The following settings are required for this example:

# grep geli /etc/rc.conf

geli devices="adl"

geli adl flags="-k /root/adl.key"

# grep geli /etc/fstab

/dev/adl.eli /home/private ufs rw 0 0

Use password only

It is more convenient to encrypt a USB stick or file based image with a passphrase only and no
key. In this case it is not necessary to carry the additional key file around. The procedure is
very much the same as above, simply without the key file. Let's encrypt a file based image
/cryptedfile of 1 GB.

# dd if=/dev/zero of=/cryptedfile bs=1M count=1000 # 1 GB file
# mdconfig -at vnode -f /cryptedfile
# geli init /dev/md0 # encrypts with password only
# geli attach /dev/md0

# newfs -U -m 0 /dev/md0.eli

# mount /dev/md0.eli /mnt

# umount /dev/md0.eli

# geli detach md0.eli

It is now possible to mount this image on an other system with the password only.

# mdconfig -at vnode -f /cryptedfile
# geli attach /dev/md0
# mount /dev/md0.eli /mnt

29



S¢

spaJas/syoafoid/ypurabiojaoinos//:dny L

se ,J9AJ3s, pue ,J19sn, abueyd ‘HSS ul paquosap se A ayj peojdn pue aieaud (pwd <-
uny <- Je3S) 9J0SU0D B UJ "9|0SUO0D SMOPUIA\ B UIYIIM Pa3Ndaxa aJe Spurwwod buimoloy ayy ||v

‘pJomssed e JNOYIM UNJ |[IM PURWIWIOD DUASI Sy} pue pasnh 9q ued
uofzedjuayine Aay olignd HSS ay3 SIU3 J0J ‘UoioeIDIULl JBSN B PlOAR 0} dARY sdnXdeq dijewoiny
"J9AJISS BY3 UO UO[IRD[JUBYINR HSS 3yl S9SN SNyj pue HSS JOA0 pajauuny Ajjedijewolne s dJUASsy

uonjesjjuayine A3y olqnd

SUS puBWWOD SMOPUIM B U] 3|ge|ieAe
9Je Uss pue ouksx spuewwod ayy Aem siyl -uig\uimbAd\:D 1o uiq\ouAsymd\ssji4 weiboid\:D
‘69 ‘DuAsJa pajeisul 3yl 03 yied [Ny SY3 ppe pue d|geleA wa3IsAs ,yied, 943l 1p3 ‘So|gelep
JUSWUOJIAUT UOING ‘PadUBAPY e} <- WIJSAS <- [dued |0J1U0D # :S9|gelIeA WDISAS SMOPUIM
9y3 01 yied syl ppe pue (430G J0uU) WY} JO SUO ||BISU] ‘SdN>deq PalRWOINE J0J JUSIUSAUOD AJDA
S siyl °,ouAsamd ul pabexoed suoje-puels se 1o uIMBAD ybnoayl smopuip 104 B|gejieAe SI DUASY

SMOPUIM U0 DUuAsy 1/

910J9Q J0U ‘J9jsued) Jo3e S919|9p JSAISID. I933e-938T°pP-—
910J9q J0U “49yx bulnp s913|9p JOAI9D3 putanp-e31eTep--
NY3LLVd Buiyolew ssjiy spnppxa NYHILLYd=9PNTOXS——
S91IBPUNOQ WDISAS 9|1} SSOJD J,Uop we3sAs-oTTJ-8UO-— ‘X-
Appuaiiye safiy asdeds ajpuey osxeds-- ‘g-

S ul| pdey aAtasaud SYuTT-pIey-- ‘H-

saweu yied aAi3e[D. 3sn eATIeTRI-- ‘Y-

S911030941p 03Ul 3SINJ3 SATSINORI-- ‘I-

(H- ou) gobad|4- se swes ‘dpow dAIYdIER oATUOIR-- ‘B-

:suondo jueyodwi| sawos

soeq Adoo o] # /auoy/ /dnyoeq/oTNPOULT: : SWRUISOYYIDSNI ZYSXe- OUASI #
/dnyoeq/STNPOULT : : SWPULSOYHISSNI /BWOY,/ ZYSXe- OUASI #

*Ajlenuew piomssed ay3 J23US 03 Pa3U 3Y3 PIOAR 0] 39S 39 UBD YOMSSYd DNASYH

d|gelleA 9yl jJuod'pouAst/o3a/ ul uopnednbyuod syl Aq pauysp sI dmypeq/ Jo  uol3RI0|
9yl 'yss JaA0 paidAidous jou Ing ‘u93ses yonw st (,::, YUM pasn) uowsaep duAss ay3y buisn

/UTTO0O/dnyoeq/: I9AI8SpI9SN /UTTOD/BwWOY,/ ,zZ00Z d- Uyss, o- ze- OulAksa #

1U01303UU0D YSS dY3 10j ZZ00Z Hod asn

/dnyoeq/:I9aTespIasn /I9sn/swoy,/ /dwl/ SPNIOXS-- YzZe- DJUASI #

‘sdnypeq

1oy pasn AjeoidAy si siyl C/19sn/swoy/dnyoeq/ a4njpnais oyl aAey ||IM Al03oadIp Sj0wdd dy)
S| 3ey3 ‘Ayodesaly suap|o) SAnRRRI Sy} dosy pue /dasn/swoy/ uiyyim dwy Alojdauip Aue apnpx3
/I9sn/dnyoeq/: I9AISSPISSN /ISSN/BWOY,/ AZYSXE- OUASI #

:Adod aj0wal [e21dAY V¥ "dDS UM Se 1, 9SN "319S aJe Aayl JI A9X yss auj asn ||Im pue jnejop Jad
Hodsuesy ayj 10} HSS Sasn JUASY "uolISsa.dwod Y3IM pue >I0Mm3au ayj JOA0 INg J0j9q Se awes
(MOTS(Q ©9S) SATIRTSI 9Sn # /dnyoeq/ /Iosn/swoy,/ DbUTINP-219TopP-- Ye- OUAsI #

/¥Meq aea/ /aen/ e- OUASI #

/uTT00/dnyoeq/ /UTTOD/SWOY/ ©- JUASI #

13UD3U0D ||NJ Y3IM S311032341p ay3 Ado)

:s9|dwexa awos aJ43H ***poob s| abed

uew ayj ‘sbujuesw juasaylp sey (Joadayl aduasqge ayy pue) yse|s buijiesy y pajeisal Ajjusaiiye
9Je sugjsuesy pajdniuajul adowdsypny ‘dds pue ddo aoejdes Aj@39|dwod jsowle ued JUAsy

IONASY £

— ONASY —

8¢

Jway-bundAidua-sysip/sooqpuey/6i1o°psgasty mmm//:diay g

TTo woob peoTpry :0p IO # JUOD " ISPROT/200q/ << \uSHX,=peOT TTS wosb, oyos #

ioTnpow se IO # 03dAID S0TASD

173 Woas suotido

‘|suJs> ay3 ojul pa|idwod 1o papeo| aq 3snw s|npow 1196 syl 's|ieisp ays ||e 40 49°8T J93deyd
yoogpuey gsgoa4d 9yl 99S "uoljela|ddde adempJley Joj 921Aap 03dAID BY] SISN OS|e pue 1931sey S|
3} 9snedaq 1196 9sn mou [ *TTeH pue =pdgb aue sajnpow uodAIduUd YsIp gsgaadd Jeindod omy ay L

asdsaid 201

‘ujebe 3] 93e840 pue (TOPS SaoweX
dn3ies3idAxo) Tops dew sy} aAowad Ajdwis 9Sed SIyy Ul °|Iej |[IM puUBWIWOD junow 3y} ‘3094400
jou S| pJomssed ay3 JI ‘uolyed syl yoepe-ad 03 (jHed spjw ayy Jnoylim) awes ayy Ajpoexs og

uoTt3tixed peijdAious 8yl yoelaq # 10ps asaowsx dniessidAio #

/3uw/ junown #

Juu,/ Tops/iaddew/aASp/ €3XS - Junow #

joWT1 1SITI 9yl ATuO SUOP ST STYL # 1ops/aaddeu/ASp,/ £3IXS°SINW #

(0 ‘pGz) Tops :AeTdsTp TTTM ‘1T 3O9Ud # ST dnisswp #
odooT/nep/ oYTT uoTaTaxed I9ylo Aue I0 4 1ops/a8p/ TOPS o3ea1d A- dniesidAio 4

SMN1 noyiym 3dAad-wp

Tops osoTrDsynT dnissidAao 4
Juur/ junoumn #

yoezag

Juu,/ Tops/aaddew/aSp/ €3XS - Junow #

1ops 1ops/adp/ uadosynT dniosidAio #

yoeny

uoT3atixed peijdAious 8yl yoelaq # 1ops asoT1dsynT dnissidAio
Juw,/ Junown

Juu/ Tops/ieddew/aA®p/ €3XS - Junow
Tops/xaddew/ABp,/ £IXS°SINW

1ops 1ops/asp/ uadpsyny dniesidAzo
Tops/asp/ qewxodsyny A- dnissidAiao
TOpPS/ASP/=3JO WOPURIN/ASP/=JT PP

uolynsed pajdAious ajead)

wo3sAs STTI £IXS 93L8ID #

TOops uo elep Aue sAoxlssp STUL #
(sAep soye3) ATuo sptouexed x04 -Teuotado #

B I

'ops/ASP/ STPI 1AIBSSIDU JI uoljied e 91eaud 3sdi
*SYNT INOYIM MO|2g suoidnaisul ayy ash ‘dn smoys syN1 Inoge buiyjou J ‘drey-- dnissidiao
# 2dAy A|ldwis ‘S|gejieAe si SMNT J1 3593 01 "Ajisea paomssed ayi abueyd 03 40 uoniped swes ayy
Joj aseaydssed ajdinjnw aAey o3 9|qissod 11 saxew pue uoidAidus 49139q sey 3dAId-wp yum S)NT

SN ym 3dAad-wp

‘Bulils Aue ag p|nod 3 Ing ‘aidwexs Siy3 Ul Tops
asn 9\ "uoniped e Ajjuapl 03 s|age| sasn Jaddew 321A9p 9yl ‘uopiMed abew 9)1y 995 pdooT
/ASD/ 3SN PINOM 9M 3SeD S|y} ul 'dnissoT Yym pajeatd uolyied paseq 91 e Jo gSn J0 “Ysip
10 uoniiMed J4ayjo Aue uaAamoy g pinod 3 ‘Tops/asp/ uolied ay) 3dAIdus s39| ‘sjdwexa siyy ul
‘l]ouJdX 9'z 3yl uo 3d|qgejieAe Ajljpe) (Jaddew-221Aap) 3dAIO-wp XNUI] 9y} 9SN SUOIdNIISUl 3SOY L

Xnuig 1°0°7T
— suonied ydAnug —



— SUDO —

appropriate. If the file authorized_keys2 does not exist yet, simply copy id_dsa.pub to
authorized_keys2 and upload it.

ssh-keygen -t dsa -N '' # Creates a public and a private key
rsync user@server:.ssh/authorized keys2 . # Copy the file locally from the server
cat id dsa.pub >> authorized keys2 # Or use an editor to add the key

rsync authorized keys2 user@server:.ssh/ # Copy the file back to the server

del authorized_ keys2 # Remove the local copy
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Now test it with (in one line):

rsync -rv "/cygdrive/c/Documents and Settings/%USERNAMES%/My Documents/" \
'user@server:My\ Documents/'

Automatic backup

Use a batch file to automate the backup and add the file in the scheduled tasks (Programs ->
Accessories -> System Tools -> Scheduled Tasks). For example create the file backup.bat and
replace user@server.

QECHO OFF

REM rsync the directory My Documents

SETLOCAL

SET CWRSYNCHOME=C:\PROGRAM FILES\CWRSYNC

SET CYGWIN=nontsec

SET CWOLDPATH=%PATHS%

REM uncomment the next line when using cygwin
SET PATH=%CWRSYNCHOMES$\BIN; $PATHS

echo Press Control-C to abort

rsync -av "/cygdrive/c/Documents and Settings/$USERNAME$/My Documents/"™ \
'user@server:My\ Documents/'

pause

8 SUDO

Sudo is a standard way to give users some administrative rights without giving out the root
password. Sudo is very useful in a multi user environment with a mix of server and
workstations. Simply call the command with sudo:

# sudo /etc/init.d/dhcpd restart
# sudo -u sysadmin whoami

# Run the rc script as root
# Run cmd as an other user

8.1 Configuration

Sudo is configured in /etc/sudoers and must only be edited with visudo. The basic syntax is
(the lists are comma separated):

user hosts = (runas) commands # In /etc/sudoers

users one or more users or %group (like %wheel) to gain the rights
hosts list of hosts (or ALL)
runas list of users (or ALL) that the command rule can be run as. It is enclosed in ( )!
commands list of commands (or ALL) that will be run as root or as (runas)
Additionally those keywords can be defined as alias, they are called User_Alias, Host_Alias,
Runas_Alias and Cmnd_Alias. This is useful for larger setups. Here a sudoers example:
# cat /etc/sudoers
# Host aliases are subnets or hostnames.

Host_Alias DMZ = 212.118.81.40/28
Host Alias DESKTOP = workl, work2

# User aliases are a list of users which can have the same rights
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User Alias ADMINS = colin, luca, admin
User Alias DEVEL = joe, jack, julia
Runas_Alias DBA = oracle,pgsql

# Command aliases define the full path of a list of commands

Cmnd Alias SYSTEM = /sbin/reboot,/usr/bin/kill, /sbin/halt,/sbin/shutdown,/etc/init.d/
Cmnd Alias PW = /usr/bin/passwd [A-z]*, !/usr/bin/passwd root # Not root pwd!
Cmnd Alias DEBUG = /usr/sbin/tcpdump, /usr/bin/wireshark, /usr/bin/nmap

# The actual rules

root,ADMINS ALL = (ALL) NOPASSWD: ALL # ADMINS can do anything w/o a password.
DEVEL DESKTOP = (ALL) NOPASSWD: ALL # Developers have full right on desktops
DEVEL DMZ = (ALL) NOPASSWD: DEBUG # Developers can debug the DMZ servers.

# User sysadmin can mess around in the DMZ servers with some commands.

sysadmin DMZ = (ALL) NOPASSWD: SYSTEM, PW, DEBUG
sysadmin ALL, !DMZ = (ALL) NOPASSWD: ALL # Can do anything outside the DMZ.
$dba ALL = (DBA) ALL # Group dba can run as database user.

# anyone can mount/unmount a cd-rom on the desktop machines
ALL DESKTOP = NOPASSWD: /sbin/mount /cdrom,/sbin/umount /cdrom

9 ENCRYPT FILES

9.1 A single file

Encrypt and decrypt:

# openssl des -salt -in file -out file.des
# openssl des -d -salt -in file.des -out file

Note that the file can of course be a tar archive.

9.2 tar and encrypt a whole directory

# tar -cf - directory | openssl des -salt -out directory.tar.des # Encrypt
# openssl des -d -salt -in directory.tar.des | tar -x # Decrypt

9.3 tar zip and encrypt a whole directory

# tar -zcf - directory | openssl des -salt -out directory.tar.gz.des # Encrypt
# openssl des -d -salt -in directory.tar.gz.des | tar -xz # Decrypt

e Use -k mysecretpassword after des to avoid the interactive password request. However
note that this is highly insecure.

¢ Use des3 instead of des to get even stronger encryption (Triple-DES Cipher). This uses
also more CPU.

10 ENCRYPT PARTITIONS

Linux with LUKS (p28) | Linux dm-crypt only (p28) | FreeBSD GELI (p28) | FBSD pwd only
(p29)

There are (many) other alternative methods to encrypt disks, I only show here the methods I
know and use. Keep in mind that the security is only good as long the OS has not been
tempered with. An intruder could easily record the password from the keyboard events.
Furthermore the data is freely accessible when the partition is attached and will not prevent an
intruder to have access to it in this state.
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